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Elixir bindings for curl-impersonate using Zig's C interoperability:
make HTTP requests with the TLS (JA3/JA4) and HTTP/2/HTTP/3 fingerprints of real browsers.
[!NOTE]
This is a fork of ex_curl by Daniel Rudnitski, adapted to link against
curl-impersonate's libcurl-impersonate instead of the system libcurl.
On top of the original API it adds browser impersonation (:impersonate), HTTP version selection including HTTP/3
(:http_version) and every curl-impersonate fingerprint option. Kerberos (:http_auth_negotiate) was removed because
libcurl-impersonate is built without GSS-API.

Installation
def deps do
  [
    {:ex_curl_impersonate, "~> 0.2.0"}
  ]
end
Compiling requires Zig 0.16 (or let Zigler fetch it). No system curl is needed: the pinned
libcurl-impersonate v2.3.0 release for your platform is downloaded at compile time, checksum-verified and shipped in
priv/lib/ next to the NIF. On Linux x86_64 (glibc) the release comes from
our fork, which adds the chrome153–chrome155 targets (plus _macos
and _linux variants).
Zigler prefers its own toolchain in ~/.cache/zigler and otherwise falls back to the first zig on your PATH. If an
older Zig is on PATH you will see errors like build.zig.zon: error: expected string literal; fix it by running
mix zig.get once (downloads Zig 0.16 into Zigler's cache) or mise exec zig@0.16.0 -- mix compile.
Supported platforms: Linux x86_64/aarch64 (glibc and musl), macOS arm64/x86_64.
For other platforms or offline builds, set CURL_IMPERSONATE_DIR to a directory containing include/curl/curl.h and
libcurl-impersonate.so (or .dylib).
The bundled library looks for CA certificates in /etc/ssl/certs/ca-certificates.crt (Linux) and /etc/ssl/cert.pem
(macOS). On distros that keep them elsewhere (RHEL, Amazon Linux, minimal containers) pass :cainfo, e.g.
cainfo: "/etc/pki/tls/certs/ca-bundle.crt" (or :capath).
Usage
ExCurlImpersonate.get("https://tls.peet.ws/api/all", impersonate: "chrome136")

# HTTP/3
ExCurlImpersonate.get("https://cloudflare-quic.com/", impersonate: "chrome136", http_version: :http3_only)

# fine-tune the fingerprint
ExCurlImpersonate.get("https://example.com", impersonate: "chrome136", tls_grease: false, httpbaseheader: [])
See the ExCurlImpersonate module docs for all options.
HTTP Clients and Shared Defaults
# create clients and set default options
defmodule CustomClient do
  use ExCurlImpersonate.Client, defaults: [headers: %{"User-Agent" => "custom-user-agent"}]
end

# all requests using CustomClient will use the custom User-Agent header
CustomClient.get("https://httpbin.org/get")
# => {:ok, %ExCurlImpersonate.Response{status_code: 200, body: ".."}}
You can use ExCurlImpersonate.Client on any module to create HTTP Clients.
Below is an example of a GitHub API client based on the great Tesla documentation:
defmodule GitHubClient do
  use ExCurlImpersonate.Client, defaults: [base_url: "https://api.github.com"]

  def user_repos(username), do: get("/users/#{username}/repos")
end

# we can now call the GitHubClient with the pre-defined HTTP verb functions:
GitHubClient.get("/users/danielrudn/repos")
# => {:ok, %ExCurlImpersonate.Response{status_code: 200, body: "{....}"}}

# or call our custom defined functions:
GitHubClient.user_repos("danielrudn")
# => {:ok, %ExCurlImpersonate.Response{status_code: 200, body: "{....}"}}
More examples and details on using ExCurlImpersonate.Client are available on the ExCurlImpersonate.Client module documentation page.
Licensing
This package is MIT licensed. The downloaded libcurl-impersonate bundles curl, BoringSSL, nghttp2, nghttp3, ngtcp2,
brotli, zstd, zlib and libidn2 (LGPL-3.0/GPL-2.0); their license notices ship in
priv/lib/curl-impersonate-licenses/.
Documentation
Documentation can be generated with ExDoc
and published on HexDocs. Once published, the docs can
be found at https://hexdocs.pm/ex_curl_impersonate.
Acknowledgements
This library is built on top of curl-impersonate as a NIF using Zigler and Zig's C interoperability.
Inspired by Tesla, Katipo, and Req.


  

    LICENSE


MIT License

Copyright (c) 2022 Daniel Rudnitski

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Documentation for ExCurlImpersonate.
Shared options
	:headers - a map of headers to include in the request, defaults to %{"user-agent" => "ex_curl_impersonate/0.1.0"} (not added when :impersonate is set)
	:body - a string to send as the request body, defaults to ""
	:follow_location - if redirects should be followed, defaults to true
	:ssl_verifyhost - if SSL certificates should be verified, defaults to true
	:ssl_verifypeer - if SSL certificates should be verified, defaults to true
	:return_metrics - if request timing metrics should be included in the returned results, defaults to false
	:verbose - if curl should output verbose logs to stdout, useful for debugging. Defaults to false
	:proxy - proxy to use for transfers. Can be hostname or IP address with optional port number. Supports various proxy types (http, https, socks4, socks5). Defaults to nil
	:timeout_ms - maximum time in milliseconds for the whole request (CURLOPT_TIMEOUT_MS); on expiry the call
returns {:error, "OPERATION_TIMEDOUT"}. The call blocks its process (on a dirty IO scheduler) until curl returns,
so set this for anything talking to untrusted servers. Defaults to nil (no limit)
	:connect_timeout_ms - maximum time in milliseconds for the connection phase, including DNS, TCP, TLS and proxy
handshakes (CURLOPT_CONNECTTIMEOUT_MS). Defaults to nil (curl's default of 300 seconds)
	:interface - outgoing network interface, local IP address or hostname to bind to, like curl's --interface
(e.g. "eth1", "192.0.2.10", "if!eth1", "host!192.0.2.10"). Returns {:error, "INTERFACE_FAILED"} if it
can't be used. Defaults to nil
	:ip_resolve - which IP version names resolve to (CURLOPT_IPRESOLVE): :v4, :v6 or :any. It applies to
every name curl resolves for the transfer, the proxy's included, so through a proxy reached over IPv4 :v6 fails
to connect; use :resolve to choose the target's address family there. Defaults to nil (:any)
	:resolve - list of "host:port:address" entries that pin a name to an address, like curl's --resolve
(e.g. ["www.example.com:443:[2001:db8::1]"]). With a socks5:// proxy (not socks5h://) the pinned address
is what the proxy is asked to connect to, which is how to choose IPv4 or IPv6 for a target through a proxy.
Defaults to nil
	:cainfo - path to a PEM CA bundle used to verify peers (curl-impersonate's built-in default is /etc/ssl/certs/ca-certificates.crt on Linux, /etc/ssl/cert.pem on macOS); set this on distros that keep it elsewhere, e.g. /etc/pki/tls/certs/ca-bundle.crt. Defaults to nil
	:capath - path to a directory of hashed CA certificates used to verify peers (built-in default is /etc/ssl/certs on Linux); set this on distros that keep it elsewhere. Defaults to nil
	:impersonate - browser to impersonate (TLS, HTTP/2 fingerprint and default headers), e.g. "chrome136", "safari18_0", "firefox135". See the curl-impersonate targets. When set, the default user-agent header is not added. Defaults to nil
	:impersonate_default_headers - whether :impersonate also sends the browser's default headers. Defaults to true
	:accept_encoding - encodings to request and transparently decode (CURLOPT_ACCEPT_ENCODING). "" means every
encoding this build supports (gzip, deflate, br, zstd), like curl's --compressed; a value such as "gzip" limits it;
false disables decoding and returns the raw body bytes (an impersonated browser still advertises its own
accept-encoding, so the server may compress anyway). Defaults to ""
	:http_version - one of :http1_0, :http1_1, :http2, :http2_tls, :http2_prior_knowledge, :http3 (falls back if HTTP/3 fails) or :http3_only. Defaults to nil (curl's default, or the impersonated browser's)

Fingerprint options
Every option added by curl-impersonate is available, named after the
lowercased CURLOPT_ constant (e.g. CURLOPT_TLS_GREASE → :tls_grease). They default to nil (not set) and are applied
after :impersonate, so they override the preset.
	integer / boolean: :http2_no_priority, :http2_window_update, :http3_ssl_permute_extensions, :proxy_credential_no_reuse, :quic_initial_packet_number, :split_cookies, :ssl_enable_alps, :ssl_enable_ticket, :ssl_permute_extensions, :stream_exclusive, :tls_grease, :tls_key_shares_limit, :tls_key_usage_no_check, :tls_record_size_limit, :tls_signed_cert_timestamps, :tls_status_request, :tls_use_new_alps_codepoint, :ws_ssl_disable_ticket
	string: :form_boundary, :http2_pseudo_headers_order, :http2_settings, :http2_streams, :http3_httpheader_order, :http3_pseudo_headers_order, :http3_settings, :http3_sig_hash_algs, :http3_ssl_ec_curves, :http3_tls_extension_order, :httpheader_order, :quic_cid_length, :quic_transport_parameters, :ssl_cert_compression, :ssl_sig_hash_algs, :tls_delegated_credentials, :tls_extension_order, :tls_trust_anchors, :ws_httpheader_order, :ws_ssl_cert_compression
	list of "Name: value" strings: :httpbaseheader, :http3_httpheader, :ws_httpheader.
httpbaseheader: [] removes the impersonated browser's default headers.

Error messages
Error messages refer to error codes on the libcurl error codes documentation page.
For example, when we try to send a request to an invalid url:
  iex> ExCurlImpersonate.get("https://")
  {:error, "URL_MALFORMAT"}
The returned error tuple includes the error message "URL_MALFORMAT". This corresponds to the CURLE_URL_MALFORMAT (error code 3) error listed
in the libcurl error codes documentation.
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        Sends a DELETE request to the given url. Similar to delete/2 but raises ExCurlImpersonate.CurlError if the request fails.
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Returns the version string of the linked libcurl, e.g. "libcurl/8.22.0-IMPERSONATE BoringSSL/...".
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Sends a DELETE request to the given url.
Returns either {:ok, %ExCurlImpersonate.Response{}} or {:error, "CURL_ERROR_MESSAGE"}.
See the "Shared options" section at the module documentation for available options and their defaults.
See the "Error messages" section for details on error messages.
Examples
iex> ExCurlImpersonate.delete("https://httpbin.org/delete", headers: %{"Authorization" => "bearer secret"})
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Sends a DELETE request to the given url. Similar to delete/2 but raises ExCurlImpersonate.CurlError if the request fails.
See the "Shared options" section at the module documentation for available options and their defaults.
Examples
iex> ExCurlImpersonate.delete!("https://httpbin.org/delete")
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Sends a GET request to the given url.
Returns either {:ok, %ExCurlImpersonate.Response{}} or {:error, "CURL_ERROR_MESSAGE"}.
See the "Shared options" section at the module documentation for available options and their defaults.
See the "Error messages" section for details on error messages.
Examples
 iex> {:ok, %ExCurlImpersonate.Response{status_code: status_code}} = ExCurlImpersonate.get("https://google.com", follow_location: false)
 iex> status_code
 301
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Sends a GET request to the given url. Similar to get/2 but raises ExCurlImpersonate.CurlError if the request fails.
See the "Shared options" section at the module documentation for available options and their defaults.
Examples
iex> %ExCurlImpersonate.Response{status_code: status_code} = ExCurlImpersonate.get!("https://google.com")
iex> status_code
200
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Sends a PATCH request to the given url.
Returns either {:ok, %ExCurlImpersonate.Response{}} or {:error, "CURL_ERROR_MESSAGE"}.
See the "Shared options" section at the module documentation for available options and their defaults.
See the "Error messages" section for details on error messages.
Examples
iex> ExCurlImpersonate.patch("https://httpbin.org/patch", headers: %{"user-agent" => "custom-user-agent"})
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Sends a PATCH request to the given url. Similar to patch/2 but raises ExCurlImpersonate.CurlError if the request fails.
See the "Shared options" section at the module documentation for available options and their defaults.
Examples
iex> ExCurlImpersonate.patch!("https://httpbin.org/patch", body: Jason.encode!(%{"some-value" => true}), headers: %{"content-type" => "application/json"})
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Sends a POST request to the given url.
Returns either {:ok, %ExCurlImpersonate.Response{}} or {:error, "CURL_ERROR_MESSAGE"}.
See the "Shared options" section at the module documentation for available options and their defaults.
See the "Error messages" section for details on error messages.
Examples
 iex> {:ok, %ExCurlImpersonate.Response{}} = ExCurlImpersonate.post("https://httpbin.org/post", body: "some-value=true")
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Sends a POST request to the given url. Similar to post/2 but raises ExCurlImpersonate.CurlError if the request fails.
See the "Shared options" section at the module documentation for available options and their defaults.
Examples
iex> ExCurlImpersonate.post!("https://httpbin.org/post", body: "some-value=true")
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Sends a PUT request to the given url.
Returns either {:ok, %ExCurlImpersonate.Response{}} or {:error, "CURL_ERROR_MESSAGE"}.
See the "Shared options" section at the module documentation for available options and their defaults.
See the "Error messages" section for details on error messages.
Examples
 iex> ExCurlImpersonate.put("https://httpbin.org/put", body: "some-value=true")
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Sends a PUT request to the given url. Similar to put/2 but raises ExCurlImpersonate.CurlError if the request fails.
See the "Shared options" section at the module documentation for available options and their defaults.
Examples
iex> ExCurlImpersonate.put!("https://httpbin.org/put", headers: %{"content-type" => "application/json"}, body: "{}")
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Send a request to the url using the provided method and options
Returns either {:ok, %ExCurlImpersonate.Response{}} or {:error, "CURL_ERROR_MESSAGE"}.
See the "Shared options" section at the module documentation for available options and their defaults.
See the "Error messages" section for details on error messages.
Examples
iex> ExCurlImpersonate.request("GET", "https://google.com")
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Sends a request to the given url using the provided method and options. Similar to request/3 but raises ExCurlImpersonate.CurlError if the request fails.
See the "Shared options" section at the module documentation for available options and their defaults.
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A helper to create HTTP Clients based on ExCurlImpersonate that can share common options.
Example HTTP Client
You can use ExCurlImpersonate.Client on any module to provide HTTP Client functionality and share default options. Below is an example based on the great 
Tesla documentation:
defmodule GitHubClient do
  use ExCurlImpersonate.Client, defaults: [base_url: "https://api.github.com", headers: %{"Authorization" => "Bearer some-secret-token"}]

  def user_repos(username), do: get("/users/#{username}/repos")
end
We can then use this client with the shared defaults and custom functions:
# A custom GET request using our default base_url and headers
GitHubClient.get("/users/danielrudn")

# Our custom function, requiring only a username
GitHubClient.user_repos("danielrudn")
Response Handling
You may define an optional handle_response/1 callback to transform a response after a successful request.
A common example would be parsing a JSON string into a map. Below we have the same GitHub client as above
but we also parse the JSON response if possible using the handle_response/1 callback:
defmodule GitHubClient do
  use ExCurlImpersonate.Client, defaults: [base_url: "https://api.github.com", headers: %{"Authorization" => "Bearer some-secret-token"}]

  def handle_response(%ExCurlImpersonate.Response{body: body}) do
    case Jason.decode(body) do
      {:ok, decoded_body} -> decoded_body
      _ -> body
    end
  end

  def user_repos(username), do: get("/users/#{username}/repos")
end
Options
All of the Shared Options from ExCurlImpersonate are available. There are also the following additional options:
	base_url - The base URL used for all requests by this client module
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          @callback handle_response(
  response :: %ExCurlImpersonate.Response{
    body: term(),
    headers: term(),
    http_version: term(),
    metrics: term(),
    status_code: term()
  }
) :: any()


      


See Response Handling for usage and examples.
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Helper functions to map libcurl error codes from their integer value to the string value and vice versa.
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        get_code(message)

      


        Returns the integer code for the corresponding string error message.



    


    
      
        get_message(code)

      


        Returns the string message for a coresponding integer error code.
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Returns the integer code for the corresponding string error message.
Returns -1 if the message is not a valid curl error code.
Examples
iex> ExCurlImpersonate.CurlErrorCodes.get_code("URL_MALFORMAT")
3

iex> ExCurlImpersonate.CurlErrorCodes.get_code("DOESN'T EXIST")
-1
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Returns the string message for a coresponding integer error code.
Returns "CODE_OUT_OF_RANGE if the value is not a valid curl error code.
Examples
iex> ExCurlImpersonate.CurlErrorCodes.get_message(3)
"URL_MALFORMAT"

iex> ExCurlImpersonate.CurlErrorCodes.get_message(256)
"CODE_OUT_OF_RANGE"
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A valid response returned by ExCurlImpersonate.
headers - the headers of the final response (headers of redirect hops and interim 1xx responses are dropped).
Repeated headers are joined with ", ", except set-cookie, which is always a list of every cookie the server set.
http_version - the HTTP version used for the response (:http1_0, :http1_1, :http2, :http3).
Metrics
When the return_metrics option is set to true for a request, the metrics field will be populated with a %ExCurlImpersonate.ResponseMetrics{} value.
For example:
  iex> ExCurlImpersonate.get!("https://httpbin.org/get", return_metrics: true)
  %ExCurlImpersonate.Response{status_code: 200, metrics: %ExCurlImpersonate.ResponseMetrics{}, ...}
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          @type t() :: %ExCurlImpersonate.Response{
  body: nil | String.t(),
  headers: %{optional(String.t()) => String.t() | [String.t()]},
  http_version: nil | :http1_0 | :http1_1 | :http2 | :http3,
  metrics: nil | ExCurlImpersonate.ResponseMetrics.t(),
  status_code: integer()
}
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Request timing metrics.
Available Fields
The following metrics are returned when the return_metrics option is set to true:
	total_time - corresponds to the CURLINFO_TOTAL_TIME_T option.
	namelookup_time - corresponds to the CURLINFO_NAMELOOKUP_TIME_T option.
	connect_time - corresponds to the CURLINFO_CONNECT_TIME_T option.
	appconnect_time - corresponds to the CURLINFO_APPCONNECT_TIME_T option.
	pretransfer_time - corresponds to the CURLINFO_PRETRANSFER_TIME_T option.
	starttransfer_time - corresponds to the CURLINFO_STARTTRANSFER_TIME_T option.
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          @type t() :: %ExCurlImpersonate.ResponseMetrics{
  appconnect_time: float(),
  connect_time: float(),
  namelookup_time: float(),
  pretransfer_time: float(),
  starttransfer_time: float(),
  total_time: float()
}
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